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Apps Making Industry 4.0 Possible 

Monitoring JUMO devices using smartphones and tablets  

 

Mobile communication is becoming more and more important within the 
context of Industry 4.0. After all, the dream of digital manufacturing can only 
become a reality when data is recorded and monitored in as many places as 
possible. Yet it is just as important to have access to this data everywhere if 
that is an option. Ideally, digital manufacturing is not limited to one location, 
but rather it comprises a worldwide production network. So an IT specialist or 
an industrial supervisor can access a plant just as easily in Asia or the USA as 
they can in the company headquarters. 

Apps make this possible. These helpful little tools first appeared in 2007 and 
they have taken the world, in the truest sense of the word, by storm. Currently, 
around 4.5 million apps are available from the three most important app 
stores. Several hundred thousand are added every year. Of course, most of 
these are for use in the consumer sector, but in the future industrial world 
apps cannot be avoided.   

The reasons are clear: apps are easy to use, cost-effective, and available 
everywhere in a user-friendly format. Any necessary updates can be easily 
downloaded from the relevant store, which eliminates cumbersome navigation 
through websites. In addition, the stores offer a certain amount of protection 
against viruses and malware. Equally important: apps run on nearly all 
smartphones and tablets, removing the need for complex calibration with 
individual system requirements regarding such factors as working memory or 
graphics cards. 

So, everything is great in the wonderful world of apps? Unfortunately, it is not 
that simple. The possibilities that apps offer to the manufacturing industry are 
fundamentally different from those in the consumer sector. For this reason, the 
potential dangers also increase. An example: apps that can control heating 
thermostats and blinds in the home are becoming increasingly popular. If used 
incorrectly, the living room will stay cold or the bedroom will stay dark. An app 
that enables control of an automation system at a waterworks is of a 
completely different caliber. Improper operation or unauthorized access can 
have catastrophic consequences in this instance.  

Surely that kind of thing does not happen? In fact, the opposite is true. This 
year TÜV Süd simulated the virtual infrastructure of a waterworks with a 
"Honeynet System" to test how often such a structure was attacked from the 
outside. After just eight months, it had been accessed 60,000 times from more 
than 150 countries! So the danger is real. The question of what is possible 



 

2 
 

 

should therefore not be the focus of app development, but rather what is 
useful and, above all, what is safe. 

This precise question has therefore been a key topic during the development 
of the first app from measurement and control technology manufacturer 
JUMO. On the one hand, the JUMO Device app should represent the 
company's move into the world of mobile devices and open a door to Industry 
4.0. On the other hand, it has been specifically expressed by customers that, 
at the moment, they do not want control functions included in the app due to 
security concerns.  

In the first version, JUMO has therefore consciously concentrated solely on 
monitoring functions. Additional functions are actually already technically 
possible, but will only be tested for future expansion stages. 

Currently, Android and Apple smartphones as well as tablets can 
communicate with various JUMO devices via the free JUMO Device app. In 
this way, the app can visualize and monitor the new JUMO LOGOSCREEN 
600 paperless recorder. The multichannel measuring devices for liquid 
analysis in the JUMO AQUIS touch series and the JUMO mTRON T 
automation system can also be accessed after software updates. During 
development, particular emphasis was placed on making the system as user-
friendly as possible. For example, the intuitive operation concept reflects the 
design of the new JUMO LOGOSCREEN 600 paperless recorder.  

The app can scan for devices in a company network and displays the 
discovered JUMO products in an easy-to-read list. Users can select the device 
either from this list or do so manually by entering the IP address / DNS 
designation. It is also possible to make a selection according to device type 
using filter functions. 

If a JUMO device is selected via the app, the device tells the app which data 
can be used. This data could, for example, include lists of text images, events, 
or alarms. In the case of a paperless recorder, therefore, all the configured 
groups with the relevant channels are shown in the group view. It is possible 
to access the names, process values, and units of all currently active groups 
and channels. Events or alarms are displayed with an icon, a description, and 
the date/time at which they occurred.  

The app is constantly being expanded. In future versions, more products from 
JUMO will be able to communicate with the app. The content of JUMO Device 
will also be developed so that, in the future, such content as individual process 
screens can be displayed. 

Contact:  
Michael Brosig  
Press Officer 
JUMO GmbH & Co. KG, Fulda, Germany 
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Phone: +49 661 6003-238 
Michael.Brosig@jumo.net 
www.jumo.net 
 

 
 
 
 

 
 
Figure 1: Screenshot of the JUMO Device app 
 
 

 
 
Figure 2: The new JUMO LOGOSCREEN 600 paperless recorder can be 
monitored with the JUMO Device app. 
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Figure 3: The app can also be used for the multichannel measuring devices for 
liquid analysis in the JUMO AQUIS touch series (left) and the JUMO mTRON T 
automation system (right). 

 


